Available online at www.sciencedirect.com

ScienceDirect Procedia

Computer Science

CrossMark

Procedia Computer Science 138 (2018) 401408

www.elsevier.com/locate/procedia

CENTERIS - International Conference on ENTERprise Information Systems /
ProjMAN - International Conference on Project MANagement / HCist - International
Conference on Health and Social Care Information Systems and Technologies,
CENTERIS/ProjMAN/HCist 2018

Information security governance in big data environments: A
systematic mapping

Reza Saneei Moghadam?, Ricardo Colomo-Palacios #*

“@stfold University College, B R A Veien 4, Halden 1783, Norway

Abstract

Information security governance is an important aspects for all organizations. Given the crucial importance of IT systems and the
increasing range of threats these systems are facing, there is an increasing interest on the topic. On the other hand, Big Data
environments are also beginning to be more pervasive as IT is increasing its importance for organizations worldwide. In order to
better know which aspects are the most important for the intersection of Big Data and information security governance, authors
present in this paper a systematic mapping on this topic. Authors illustrate challenges and gaps concerning the topic and clarify
these challenges by means of a classification of the environments they take place, the security risk spectrums they concern, and the
security governance measures they take to mitigate them; by providing solutions as in a framework, model, software or tool,
wherever possible. Results are expected to be useful for IT security professionals and information systems practitioners as a whole.
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1. Introduction

The growing vulnerability of information security has become the major attention in most global information
security congregations. As a result of its importance and repercussion, information security has undergone an
impressive development in the past decades [1]. Nowadays, security and privacy are some of the cornerstones of
information systems as a discipline [2]. Information security goes beyond the security of a computer system to deal
with both technical and non-technical information-handling activities [3]. Information Governance is the glue that
drives value and mitigates risk. In this scenario, the information security management system must be part of modern
organizations that must be managed from a financial and managerial viewpoint [4,5].

On the other hand, Big Data-oriented systems are beginning to be pervasive [6] and the opportunities to use Big
Data technologies to gather and process vast amounts of information from a wide panoply of fields is opening a new
landscape for computing researchers and practitioners alike [7]. There are several key areas where information
governance for big data is critical, such as metadata management, security and privacy, data integration and data
quality, and master data management. It is interesting to note that big data innovators recognize the importance of
governance to the success of their projects. According to [8], 58% of the organizations who report having active big
data efforts included security and governance processes in their efforts. There is, increasingly, the need for an
overarching information security framework that can provide context and coherence to compliance activity
worldwide. As the intellectual capital value of ‘information economy’ organizations increases, their commercial
viability and profitability — as well as their share price — increasingly depend on the security, confidentiality and
integrity of their information and information assets. [9]

There is a lack of research related to information security governance in big data settings, and a growing need for
more studies and new proposals related to this matter [10]. Therefore, authors develop a study using the systematic
mapping technique on Information Security Governance in Big Data Environments to bridge this gap. This paper is
devoted to present the results of the study. The remainder of the paper is structured as follows: mapping process is
presented in section 2. Section 3 depicts the main results of the process and finally, conclusions are presented.

2. Systematic Mapping

The systematic mapping study is a technique that provides a global view of a given research field using systematic
mapping process steps, with the goal to determine the content and conception of the systematic revision [11].
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Fig. 1. Systematic Map Diagram
This study was performed using the systematic mapping technique following the steps shown in Figure (1).
2.1. Research Questions
The authors of this study stated the following research questions:

RQ1: Which aspects of information security governance in big data have been covered by literature?
RQ2: Which information security risk spectrums are being addressed by literature?
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RQ3: Which solutions are identified to information security governance issues?
RQ4: What types of models, frameworks and tools have been identified in these solutions?

2.2. Search strategy

As academic databases authors used: IEEExplore, ACM Digital Library, Springer Link, Science Direct, and, in
order to raise grey literature, Google Scholar was also considered as a meta-database.

Authors used a general query completed with associated terms from a thesaurus and rewritten according to the
expression rules of advanced queries in each database. This general query is based on three relevant topics in our
research on information security governance, namely “Information Security Governance”, “Big Data” and
“Framework” and their counterparts. General query is as follows:

(“Information Security Governance” OR “ISG” OR “Data Security””) AND (“Framework*”” OR “Model*” “Tool*”)
AND “Big Data”)

78 65
22% 19%

M IEEE M Springer M ScienceDirect FACM M Other

Fig. 2. Selected databases and retrieved papers
This query resulted in 350 results as the initial set. This set was later filtered as depicted in what follows.
2.3. Study Selection

The selection criteria, including exclusion and inclusion criteria, is as follows:

e  Ensuring the paper is written in English, ensuring the paper is peer-reviewed, and published after 2013.
o Eliminating any paper that are clearly irrelevant to the topic.

After applying the inclusion and exclusion criteria, authors obtained 224 papers, in the second phase. 96 relevant
articles remained after the filtering based on the paper titles and abstracts analysis. Among these 96 publications, only
31 papers targeted an aspect of information security governance in big data environments. Authors carefully chose
these papers to ensure that they cover at least one of the security governance measures. Table 1 illustrates the details
of the search results.

Table 1. Study selection reading detail

Phase # of studies
Search 350

Title 224
Abstract 96
Full-text 31




404 Reza Saneei Moghadam et al. / Procedia Computer Science 138 (2018) 401408

2.4. Study classification

After analysing the titles and the abstracts of the selected papers in the mapping study, authors obtained three
groups of categories corresponding to aspects such as Environment, Security and Security Governance. The rest of
the mapping is based on this classification and categories:

1. Environment: This group characterizes the environments the paper describes. Articles could be related to general
environment or could describe a security risk in particular environments like Clouds, Smart cities, Health Sector...

2. Security: According to NIST Big Data Security Taxonomies [12], a taxonomy for Big Data security and privacy
should encompass the aims of existing useful taxonomies. Authors used a taxonomy that best entails the Risk
spectrums concerning big data, as demonstrated in [13]. Hence, authors derived 6 categories: Data Quality,
Privacy, Security, Usage, Data Architecture, Data Management and Governance Risk spectrum. This
classification completely maps with NIST [12], ENISA [14] and CSA [15] taxonomies. For the details of this
Risk-based classification and what factors it includes refer to [13].

3. Security Governance: For the purpose of this paper, authors categorized security governance in terms of the
information security governance outcomes it targets. As described in the European Union Agency for Network
and Information Security Practice Guide [14], these outcomes are:

Strategic Alignment

Risk Management

Resource Management

Performance Measurement
e  Value Delivery

Authors mapped these categories into a more concise ones, in terms of governance processes including Risk
Mitigation Process Management, Business Process/Security Process Management and Regulatory Compliance
Management According to [13].

2.5. Data extraction and synthesis of results

Most of the final resources were conference papers (17), followed by journal papers (12) and book chapters (2).
Classifications and extracted data are shown in figures 3-6 and detailed in the next section.

3. Analysis and Reporting

In what follows, authors discuss the results obtained by conducting the study according to the steps described in
the previous section in order to find answers to the research questions of this study.

RQ1: Which aspects of information security governance in big data have been covered by literature?

According to Figure 3, most of the studies refer to the information security governance of big data in a general
way. These general environments include governments and national security, in USA [16], Russia [17], Taiwan [18]
and China [19]. An inter-organizational market case [20] have been published and there is also a case of Swedish
municipalities’ [21]. Finally, a paper presents a case of two governments sharing data [22]. The next major focus of
articles refer to the Health Sector, then the cloud (cloud software), and smart cities. There was a case specific to IoT
which was discussed in [23].
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Fig. 3. Big Data Environments
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Fig. 4. Studies that cover the information security Risk Spectrums

RQ2: Which information security risk spectrums are being addressed by literature?

According to the classification of information security risk factors (Figure 4) Privacy and Security aspects are the
ones more covered in the literature, followed by Governance. However, we need to take into account that some of the
studies fall into more than one category and this happens in 26 cases, reaching a total of 57 aspects in 31 studies.

Health sector is one of the most important exponents of privacy and security Risks. In [24] ethical concerns and
privacy issues in combining big data with ‘small data’ is mentioned. A major issue in health sector is the privacy
violation by bringing together multiple sources of each individual patient data. In [25] a problem of data governance,
distribution, and accessibility is analysed. Data Quality Risk mentioned is mentioned in [13], [26]; authors propose
frameworks in a general environment and a smart city [27].

RQ3: Which solutions are identified to information security governance issues?

Most of the solutions cover the risk mitigation and then business and security processes aspect of governance in
big data as presented in figure 5. In [18], [27], [22] and [28] some changes or proposals for regulations have been
mentioned and they mostly cover the Privacy Risk of the big data security. In [24], the use of accredited ‘safe-havens’
(restricted environments for the secure analysis of data), supported by robust protection and governance is proposed.
In [29], a sustainability management approach is proposed. In [30] both a risk mitigation process and security
measuring process have been proposed to control the risk of an IT-disposed asset. In [26] a security management
measure was taken to build a model to mitigate security risks in clouds.
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Fig. 5. Security Governance Aspect of the studies
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Fig. 6. Classification Solutions Proposed

RQ4: What types of models, frameworks and tools have been identified in these solutions?

Figure 6 presents the distribution of frameworks, models and tools are proposed in literature. In [13], a governance
framework is proposed based on Analytic hierarchy process and Delphi Method. This framework implements a
method of risk prioritization and ranking. In [18], a case of smart cities in Taiwan, a digital continuity model for
managing big data is proposed. This model covers data provenance, data stakeholders, data processing, and data risk
management risks and several big data governance problems are tackled including data assurance, data loss, data
trustiness, data security and data reusability in the development of smart cities. In [22], a case of international
cooperation and sharing of big data between Japan and EU is reported. In the paper, a privacy protection model is
proposed and cross border data distribution and data protection issues are detailed. The governance framework is
named DPEC and the project is called iKaaS (intelligent Knowledge-as-a-Service). In [28], a best-practice framework
based on critical success factors is proposed. This framework is based on ISO/IEC 27014 and COBIT including
security governance management aspects. A framework for identity management in the cloud is presented in [31]
based on the fact that cloud services suffer from access control and authentication. In [32] in an [oT setting, a risk
management framework is proposed. The framework covers security and privacy concerns of big data in that setting.
A model for behaviour prediction of employees is proposed in [33]. It implements self-assessment of security within
the organization, and a decentralized IT governance. A cloud-based model is proposed for health sector that mitigates
confidentiality and privacy risks in [34]. In [35] a methodology is proposed that identifies the threats and attacks and
proposes solution based on guides from NIST [12] and CSA [15] for cloud environments. In [36], [37] two IBM
solutions are introduced. In [38] the privacy issue of data integration in health sector is addressed, and a privacy-
preserving policy model is proposed. The model enhances eXtensible Access Control Markup Language (XACML)
or other existing security policy specification languages.

4. Limitations and Conclusions
The main limitation of the study is coming from the decision to include recent papers, conference papers and book

chapters that are peer-reviewed and target at least one aspect of information security governance as a solution for
information security risks classified. Many resources have been omitted, due to ambiguity to mention information
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security governance aspects in a big data setting or solely proposed solution in the more conceptual and technical
information security aspects. Also, due to having several taxonomies in big data security society and lack of a solid
universal framework and guidelines in big data security aspects [12], some aspects of information security in big data
might have not been deeply scrutinized.

In this paper, authors provide an overview of the information security governance in big data environments by
means of a systematic approach. Information security governance necessitates a constant control associated with using
governance techniques like risk management, business process management and security process management to
ensure business value. The analysis of the elaborated charts as well as answers to the research questions shows a lack
of research and work in regulation and compliance aspects of information security governance in big data settings.
Authors also would like to underline the absence of comprehensive and specific models and frameworks in this area.
Future works are aimed to be devoted to the development of a specific framework for information security governance
in big data settings.
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